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PROFESSIONAL SUMMARY

Aspiring Penetration Tester with hands-on experience in web application security testing, both in freelance engagements and controlled
security labs. Proficient in Burp Suite, Nmap, Wireshark, SQLmap, and Python, with a strong grounding in the OWASP Top 10, reconnaissance,
and vulnerability assessment. Holds a Bachelor's degree in Computer Applications and is currently pursuing industry-recognized certifications
(CEH, PenTest+, CICSA).

SKILLS

Security Tools: Burp Suite, Nmap, SQLmap, Kali Linux, Splunk, Wazuh

Web Security: OWASP Top 10, Web Application Security Testing, Vulnerability Assessment, Reconnaissance
Programming & Scripting: Python, PHP, JavaScript, Bash

Systems & Networking: Linux, TCP/IP, DNS, HTTP/HTTPS

Tools & Platforms: Git, GitHub, VS Code

PROFESSIONAL EXPERIENCE

Security Tester (Freelance) | NoteUndo Jul 2026 - Present
Engaged as a freelance security tester for NoteUndo, a startup with a 30-member team.
e Performed black-box security testing of NoteUndo's waitlist application, covering APl endpoints, input validation, business logic, rate
limiting, email verification, and token security.
e |dentified security vulnerabilities and documented findings with clear, actionable remediation recommendations for the development
team.

® Collaborated directly with the development team to communicate risk severity and verify fixes.
Cybersecurity Trainee | Srishti Campus Jul 2025 - Aug 2025
® Completed a one-month intensive training program in cybersecurity and networking fundamentals.
® Built foundational Python-based security tools, including a custom port scanner.
® Gained hands-on exposure to Linux administration, core networking concepts, and cybersecurity principles.

PROJECTS

RedTeam-Lab-Writeups — GitHub
® Documented hands-on penetration testing, vulnerability analysis, and CTF writeups from authorized cybersecurity training labs.
e Covered web application security, exploitation, reconnaissance, and steganography techniques.
Active-Directory-Attack-Lab — GitHub
e Built a simulated enterprise Active Directory lab to demonstrate Kerberos attacks, credential abuse, lateral movement, and privilege
escalation.

® Covered Kerberoasting, AS-REP Roasting, Pass-the-Hash, ACL abuse, and DCSync/Golden Ticket attacks, with blue-team detection and
remediation notes.
Splunk-SIEM-Home-Lab — GitHub
e Configured a Splunk Universal Forwarder on a Kali Linux endpoint to forward authentication logs to a centralized Splunk SIEM.
® Simulated SSH brute-force attacks and validated detection through log indexing, search, and alerting.
® Tech Stack: Splunk, Kali Linux, Splunk Universal Forwarder.
PhishGuard — GitHub
e Built a full-stack Django web app that detects phishing emails in real time using a trained Logistic Regression ML model.
e Implemented auto-blocking of phishing senders, sentiment analysis, and a complete email workflow with an admin panel.
® Tech Stack: Python, Django, scikit-learn.

EDUCATION

Bachelor of Computer Applications (BCA) 2023 - 2026
Mahatma Gandhi University (MGU), Kottayam

CERTIFICATIONS

® Google Cybersecurity Professional Certificate — Google (Apr 2026)
® CICSA — Red Team Hacker Academy (In Progress)

® Certified Ethical Hacker (CEH) Master — EC-Council (In Progress)

® CompTIA PenTest+ — In Progress
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